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IAAS vs PAAS Cloud Providers

IAAS = Infrastructure as a Service
Run a virtual machine on somewhere else
PAAS = Platform as a Service

Services that you can “bolt” together



Why the Cloud?

Because it’s easy and they are better than you



Azure Certifications
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ISO/IEC 27001:2005 Audit and Certification

Azure is committed to annual certification against the ISO/IEC 27001:2005, a broad international information
security standard. The 1SO/IEC 27001:2005 certificate dates that Microsoft has implemented the
internationally recognized information security controls defined in this standard, including guidelines and
general principles for initiating, implementing, maintaining, and improving information security ement
within an organization

The audit included the Information Security Management System (ISMS) for Azure, encompassing
infrastructure, development, operations, management. support. and in services, The certifi
the British Stanc on (BSI) is publically available,

SOC 1and SOC 2 SSAE 16/ISAE 3402 Attestations

Azure has been audited against the Service O on Control (SQC) reporting framework for both SOC 1
Type 2 and SOC 2 Type 2. Both reports are ble to customers to meet a wide range of US and
international auditing requirements.

The SOC 1 Type 2 audit report attests to the design and operating effectiveness of Azure controls. The SOC 2
Type 2 audit included a further examination of Azure controls related to security, availability, and
confidentiality re is audited annually to ensure that security contrals are maintained

Aud conducted in ac nce with the Statement on Standards for Attestation Engagemel AE) No
16 put forth by the Auditing Standards Board (ASB) of the American Institute of Certified Public Accountants
(AICPA) and International Standard on Assurance Engagements (ISAE) 3402 put forth by the International
Auditing and Assurance Standards Board (IAASB). In addition, the SOC 2 Type 2 audit included an examination
of the Cloud Controls Matrix (CCM) from the Cloud Security Alliance (CSA)

The audit included the Information Security Management System (ISMS) for Azure, encompassing
infrastructure, development, operations. management, support. and in-scope services. Customers should
contact Az (or new customers can contact their account representative) to request a copy of the
SOC 1 Type 2 and SOC 2 Type 2 reports for Azure.




AWS Certifications

AWS Compliance enak
security and data protection. As you build systems on top of AWS cloud infrastructure, compliance
responsibilities will be shared. AWS Compliance provides assurance related to the underlying infrastructure and
your organization owns the compliance initiatives related to anything placed on the AWS infrastructure. The
information provided by AWS Compliance helps you to understand our compliance posture and to assess your
organization’s compliance within your industry and/ar « rnment requirements,

AWS is Level 1 compliant AWS enables covered entities
under the Payment Card and their business associates
Industry (PCI) Data Security subject to the U.S. Health
Standard (D5S). Customers can Insurance Portability and
run applications on our PCI- Accountability Act (HIPAA) to
compliant technology leverage the secure AWS
infrastructure for storing, environment to process,
processing, and transmitting maintain, and store protected
credit card information in the health information.
cloud.
AWS publishes a Service
AWS is ISO 27001 certified 4 iz Organization Gontrols 1 (SOC
under the International 1), Type Il report. The audit for
Organization for this report is conducted in
Standardization (150) 27001 _ accordance with the Statement
standard. 150 27001 is a — 3 on Standards for Attestation
widely-adopted global security Engagements No. 16 (SSAE 18)
standard that outlines the and the International Standards
Cel‘tiﬁeﬂ requirements for information for Assurance Engagements
security management systems. MNao. 3402 (ISAE 3402).




Uptime — Really Hard

Service Level Agreements
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The services are considered available in the following scenarios

e

S [ [ -
and Premium services

ervice, login to the Access Panel, access applications on the

\
Access Panel and reset passwords.

IT administrators are able to create, read, write and delete entries in the

Or de-provision users 1io applications in the d recrory.

Mo SLA is provided for the - of Azure Active Directory. Availability is ¢

monthly billing cycle
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Those pesky nines

Availability % Downtime per year

90% ("one nina")

99% (“two nines”)

99.5% 1.83 days
a9,8%, 17.52 hours
99,9% ("three nines™ 8.76 hours
09,95% 4.38 hours
99.99% ("“four nines") 52.56 minutes

99,999% ("five nines") 5.26 minutes



More Features — Can you do this?

Only Allow The Key To Work From Certain IP Addresses

Only Allow Thil You can use a test key to experiment
' with Mandrill's API. No mail is actually
sent, but webhooks trigger normally
and you can generate synthetic
bounces and complaints without
impacting your reputation.




More Features — Can you do this?

* POST hitp://dialout.clcohio.org/call TwilioResponse 13:01:26 EDT 2014-10-03 62ms m C -
» Request

* Response

» Headers
* Body Show Raw
4 >
yice="woman"*Hello, this is a message from Bexley Public Library for jimmy hayes.</
ice="woman"»0ur records indicate you have 1 held item at Bexley Public Library available for pickup by Thursday, October @9
voice="woman">*If you have questions regarding your library account, please call 6 14, 6 5 3, 2 7 4 5. Thank you for using the 1
ibrar Goodbye J
<
» POST htip://dialout clcohio.org/call TwilioStatus 13:01:49 EDT 2014-10-03 103ms 200 c | -

Media

Audio



Because technology
changes

http://youtu.be/Uk vV-JRZ6E?t=16s




Backups

Can you ever be too safe?



Do you follow the 3-2-1
vackup rule?

3 Copies
2 Formats

1 Stored Offsite

Cloud backups can help!



Azure & SQL 2014

Integrated — set and forget it
Very fast upload speeds — over 800 Mb/s!

Inexpensive - the price is always going down



Cost of Tape Loader

Quantum SuperLoader 3 EC-LLHAE-YF Black 24TB 2U

Rack Mountable 6Gb/s SAS 1 x RJ-45 Ethernet -

Network Interface LTO Ultrium 5 Tape Autoloader w/

Barcode Reader ) $3,799

ave: 32, 11400 (36%)

Quantum
99

Be the first to review this product.

P Newegg
Co—

ADD TO CART »

Your Purchase
(1 1 you pay

0| @Pinity, 8-

\ Get 10% off



Azure storage cost for CLC’s
database

BILLABLE UNITS TOTAL (USD¥

Standard IO - Page Blob/Disk (GB) - Locally Redundant
Shared Websites Hours - Websites

Data Transfer COut (GB) - Zone 1

Storage Transactions (in 10,000s) - Data Management
Data Transfer In (GE) - Zone 1

Free Websites - Websites

Standard 10 - Table/ Queue (GB) - Locally Redundant




Azure Backup Running

e

Task Manager
File Options View

Processes | Performance | Users | Details | Services

O CPU
Ethernet

Memory
198/256 GB (77%)

Ethernet
5 632 Mbps R: 10.6 Mbps




Major setup steps

1. Setup Azure Storage Blob
2. Setup Encryption

3. Run manual backup

4. Setup managed backup

5. Perform test restore



You don’t have a backup
unless you've tested
your restore procedure

Without a restore it’s just bits taking up space




Setting up Azure Storage Blob

http://www.sglcoffee.com/SQLServer2014 0006.htm

ANAACaution only use to Setup Azure StorageMMAA

COMPUTE @ SOL DATABASE
DATA SERVICES | B stomace

APP SERVICES 5‘ HDINSIGHT
NETWORK SERVICES E chCHE

STQIHE . RECOVERY SERVICES

’ QUICK CREATE

URL

Xooreawindows.net

LOCATIINSAFHMNITY GROUP

SUBSCRIPTION

Visual Studic Ultirmate with MSDM

REPLICATICN



Setting up Encryption

http://go.clcohio.org/iZKnH

ANANSetup local encrypted backupsAAAA

SQL Server
Service Master Key

:] A/symmetric key




SQLServerBackup

This PC S0L Server (B S0L5erverBackup
Date modified Type
'014_Contoso_certificate.cer
Contoso_certificate_private_key. key
4 Contoso_master_key.key

SCL2014_service_master_key.key




Testing Manual Backup to Azure

Ohbject Explorer

Connect~ 3 34

= | PRODDE (SQL Server 12,0.2000 - CLCDPC
- 1 Databaszes
1 Systemn Databases
1 Database Snapshots

ioidag p2lgo 4

| Addre
| AppMng_Service_DB_ece3f77

| AuthorSubscription

| Bdec_Service_DB_8a5cal
| CLC_Motices

| cle_web_membership
| JithitHelpDesk

| LinkShortener

| PolarisTransactions
| PeolarisTransactions_London

Mew Database...

m
1]

Mew Query

m
o

m
[=1]

Script Database as

m
1]

Tasks Detach...

Policies Take Offline

> T m
=TI}

Facets

-

Start PowerShell

[ T T T O T W T O T W R W T
[a]

prty
[=1]

LA

Reports Back Up...
) e Restore
Rename

Del Mlir




Encrypt Manual Backup

Back Up Database - Results

28 Seript [ Help

%% Backup Options Backup set

Name:

|Hesuhs-FuII Database Backup

Description: |

Compression

Set backup compression: |se the default server setting

Encryption

Encrypt backup

Connection Algorithm: AES 128

Server: Certificate or Asymmetric key: AzureBackup (Certficate)
FRODDE

Connection:
CLCDPC'wosbom

2 View connection properties




Testing Manual Backup to Azure

Back Up Database - Results

l

Select a page = n
Script - Hel
2 General = >t o
-2 Media Options
-2 Backup Options Source
Database: | Results W |
Recovery model: FULL
Backup type: | Full W |
[] Copy-only backup
Backup component:
® Database
) Files and filegroups: | |
Destination
Back up to: |L|HL V|
File name: |Hesuhs_|:ua-:kup_231i_1 0_03_155146 bak |
SQL credential: AzureBackup V| | Create. .. |
Connection Azure storage container: |pn:..:|.:||:.-mssqlsewer |
Server: . ;i ,
PRODDE URL prefix: |htt|:|s..- felcbackup blob core windows net/proddb-mssqlserver |
Connection:

CLCDPC'wosbom

&7 Miew connection properties

Progress
Ra=rhr



Automating Azure Backups

L 7 Object Explorer v = X [N Managed Backup HE
=N Connect~ J @ 21 R =
- =t =+ 2] 5 iV Ready
= = |44 PRODDE (SQL Server 12.0.2000 - CLCDPC\wosh = -
-51 ¥ [ Databases EE e oy wcript -l Help
=3 . 4 General
B + [ Securty =
Server Objects
i :JJ PEFI“EEtiDJn Enable managed backup
+ v

+ [ AlwaysOn High Availability

Configuration
= [ Management

. . . n Lal
# 1% Policy Management File retention: 30 o days
£ f_vﬂ Data Collection SOL credential: ‘;:'«.ZLIFEBECkLIp v| | Trle, |
+ _TJ Resource Governor
¥ [z] Extended Events Storage URL:

f ‘https:,.-',.-'clchackup.blDh.core.winduws.nr:t.-' ‘
o Managed Backup

+ 1 Maintenance Plans

Encryption
i __% itZEiffiﬂZ?gs Encrypt backup
) tf LD;;t;lil:ltEd Transaction Coordinator Algorithm: |AE5 = v|
+ [ Integration Services Catalogs Certificate or Asyrmmetric key: |:':'LZL|FEBHEkL|p (Certificate) v|
# | SOL Server Agent

Connection

47 PRODDE [CLCDPC\wosborn]

View connection properties

Progress




Azure Restore

instructions document
http://go.clcohio.org/azurerestorepug2014

From your friends at the CLC



BN

Why would you want to run this internally?



Benefits of “outsourcing” DNS

Reliable — If DNS doesn’t work, its all gone

Better performance

Cool DNS hacks



Amazon Web Services Route 53

Cheap and Reliable

Amazon Route 53 DNS-Clueries
gueries for the first 1 Billion gqueries
Total:

Amazon Route 53 HostedZone

20.10 per Hosted Zone for additional Hosted Zones

&0.50 per Hosted Zone for the first 25 Hosted Zones

Total:




AWS Route 53 Setup

1. Create zones (domainname.org)
2. Create records (MX, A, CNAME, etc.)
3. Test using AWS Name Servers

4. Update Registrar



Creating a Hosted

Domain Mame
clcohio.com.
moldi.org.

clcohio.org.

sms.clcohio.org.

marysvillelib.org.
fcdlibrary.org.

fedlibrary.com.

wagnallslibrary.g
marysvillelib.oh.us.

photohio.org.

pickeringtonlibrary.net.

wagnalls.com.
ghmchs.org.
cle lib.oh.us.
wagnalls.org.

clcohio.net.

Hosted Zone ID

Z7OEMTTOITFGS

Z26CIXEG4QP 1HH

ZYATCAHVLOPEH

Z287QVHOIGQWUS

Z23LGFRPSE12CK

Ll

WROOQOUFZTDCC

Z2YQIBIYTETQMK

Z1GXLOT3AE1BGY

Z1AXIVZIFQZ2EA

ZEZ2T14PWIXPCE

Z115HULPZMYKZ)

ZIKWOB165FKIOM

Z1HTUOTBDS115K

ZO5GDEF529ISIH

ZIM3IBOCTITWNTET

Z207TFOM3BXOEPRY

Record Set Count

oo

[

to 36 of 36 Hosted Fones Create Hosted Zone

Comment Domain Name:

Comment:
Overdrive Digital Books




Creating a record set

Create Record Set




Testing your new DNS entries

sUszersswoszhorninslookup clcohio.org ns—172 . awsdns—24.com

erver: UnKnown
ddress: 285.251.192.192

clcohio.opryg
: b4.287.128.132

sUszsersswoszhorninslookup catalog.clcohio.ory ns—172 . awsdns—24.com

erver: UnKnown

ddress: 205.251.192.192

ame = catalog.clcohio.oryg
ddress:= 66.213.44_78

sUsersswoszhorn >




Making live — Updating your
Name Server records

Overview Pointers Transfer Contact DNS QUEWEESGEEY Security  Subdomains  Renew

Every domain requires a set of namesarvers to allow visitors on the Internet to reach it. Normally, you
should not need to change your nameservers from the defaults. If you do need to change your
nameservers, you may do so below.

Update Name Servers

Use default name servers

Nameserver 1
ns 1. dotster-default. domainparkingserver.net
Nameserver 2

ns2.dotster-default. domainparkingsernver.net
» Use different name servers
Mameserver 1
ns-1123.awsdns-12.org
Nameserver 2
ns-192 awsdns-24.com
Mameserver 3

ns-2003.awsdns-58.co.uk

Mameserver 4

ns-864. awsdns-44 net




Other DNS Hacks
Creating a PAC Down page (S3

Bucket: catalog.clcohio.org
Region: US Standard

Creation Date: Sun Sep 01 21:42:20 GMT-400 2013
Owner: NMe

Permissions
~ Static Website Hosting

You can entirely on Amazon S3. Once you enable your bucket for static website hosting, all your content is accessible to web
browsers via the Amazon 53 website endpoint for your bucket.

Endpoint: catalog.clcohio.org.s3-website-us-sast-1.amazonaws.com

Each bucket serves a website namespace (e.g. "www.example.com”). Requests for your host name (e.g. "sxample.com” or "www.example.com™) can be

routed to the contents in your bucket. You can also redirect requests to another host name (e.9. redirect "example.com” to "www.example.com”). See
our walkthrough for how to set up an Amazon 53 static website with vour host name.

Do not enable website hosting

¢ Enable website hosting

Index Document: | index.html

Error Document: | index.html

» Edit Redirection Rules: You can set custom rules to automatically redirect web page requests for specific content.




Other DNS Hacks
Creating a PAC Down page (R 53)

Edit Record Set

Name: ©atdiog

Type: A — IPv4d address

Alias: ® Yes No

Alias Target:

Evaluate Targ




Creating a PAC Down page
What the patron sees

Wl 53 Management Console .f | Catalog Offline Redirect ; \

catalog.clcohio.org.s3-website-us-east-1.amazonaws.com

The catalog service is currently offline.

For more information please visit: http://www.clcohio.org/news-:




Cool hack — Redirect “naked”
request to www

If you type in: clcohio.org

You’ll be redirected to:
www.clcohio.org



Creating a S3 bucket
to handle the redirect

clcohio.org

Creation Da
Owner:

Do not enable website hosting

Enable website hosting

¢ Redirect all requests to another host name

t bucket below. If you are ra ting to a ro omain add ample.com),




Pointing to the S3 bucket

Edit Record Set

Mame:

Type:

Alias: ® Yes
Alias Target:

Alias Hosted
www_clcohio.org.

Routing Policy:

Evaluate Target Health:




Notices

Make your life easier and your patrons happier



Improving Notices

Improving Email Notices
Improving Telephone Notices

Improving SMS Notices



How to make better email

‘;IZII-;S Better
Polaris i Delivery Rialta Patron’s
Server Service Inbox

What delivery service should | use?




Why CLC uses Mandrill

Great reporting

Individual IP

SPF & DKIM Anti-SPAM records
Awesome APls

Inbound processing



Mandrill — Searching Messages

= [l ) hitps
\I Outbound

Activity Tags Templates Rules Split Tests URL Patterns Subaccounts

mandrillapp.com

am ate Range
u= full_email:cwosbomn Q Last 7 Days =
Dashboard
Tips for using search
6%
Reporis Delivered Bounced ™ Rejected
]
1.0
Outbound
05
0
6:00 am 12:00 pm 6:00 pm Oct 02 6:00 am 12:00 pm 6:00 pm Oct 03 6:00 am Sep 30
1 [
2 2 100.0% 0.0% (0)
Delivered Sent Deliverability Avg Open Rate
Status Sender Email Subject
® Deliverad fcd ibrary.org Your Title List
Oct 1, 2014

Search Results



Mandrill = View Content

Author

Call No.
Barcode
Format

Due Date
Check-out Date
Check-out From

Title Pregn an illu d n , ncepti ildbirth a
Author

Call No.

Barcode

Format

Due Date

Check-out Date

Check-out From ) blic Library




Mandrill = Bounce Handling

Rule Name

process bounces

if a message | isbounced 3 and | any > of the following conditions are met:

recipient's email matches

then do this:

send event to web hitps:/fnotices.clcc

https:/inotices. cicohio.org/email/processfailure ?auth=1vp1bgKiZKisY TkEUal K Al

Trigger on  hard_bounce soft_bounce spam unsub reject

Description

Process Bounced and Marked as Spam messages

Key

ZTPmH am

reset key




Creating a record set

I Record Set 38049 - Polaris
File Edit WYiew Tools Help

haH& X 8 & i

Mame: | FCL Bounced Emails Owner: | Central Library Consortium {zys) w | Record type: | Patron

Mote: Mumber of records: | 336

Gy

Barcode State Postal... Library

2136800085547 OH 43130... Fairfield County ...
21368000892132 OH 43155... Fairfield County ...
21368000309710 OH 43130... Fairfield County ...
213568000340061 OH 43130... Fairfield County ...
2136800085724 OH 43130... Fairfield County ...
2130800089731 OH 43138 Fairfield County ...
2136800092007 OH 43102... Fairfield County ...
2136800094467 OH 43130 Fairfield County ...
2136800093507 OH 43107 Fairfield County ...
21868001072650 OH 43130... Fairfield County ...
21368001095558 OH 43150... Fairfield County ...
2153680011985857 OH 43130... Fairfield County ...
21308001240550 OH 43130 Fairfield County ...
21368001272030 OH 43130 Fairfield County ...
21368001331275 OH 43130... Fairfield County ...
213568001399109 OH 43130... Fairfield County ...

]
QD
0y
B
S
O
Q
2
S
3
a

LiZ]

o, press Fl 250 of 386 record(s) retrieved




Updating Patron Account

ClaimsLost: a0 Alt Email address:
Items held: 0 Birth date:
Total holds/TLL: a0 Email address:

Motes
Mon-blocking: Blocking:
14/14/2014 - Address kosiereye @greenapple.com bounced.



Mandrill Setup

1. Setup Mandrill Account — Get API keys

2. Setup relay through Polaris SMTPSVC

3. Enjoy!



Get Account info from Mandrill

SMTP & API| Credentials

Send email using our AFI or get started quickly with SMTP using the information below:

Host smtp.mandrillapp.com
Port 587
SMTP Username cledpe@cleohio.org

SMTP Password any valid APl key

APl Keys




Verity Polaris SMTP Server

Admirestration Explores -
Systerm: CLC

- Farameter:

J Prolles
J‘ FPermissons

Sy Security
+131=] Paolicy Tables

¥ ;_I [EILE':'E'E' TlEll:llE'

—
23

¥ -"'"'| Maotihcaton Tables

+ I -|-lr ‘B

L Libramy
4 ﬁ FI-II‘III‘I

Children's PAC ' Staff Client

Acquisitions | Serals Patron Services

Profie

4' 5 Branch list order

|_1| ategorization of Z39.50 targets
_-._L.,E--.:I'-:ult posaris user in PAC
ﬂ[lid you mean: Enabled

_-:'IlulErn-:ll notification: Email address of sender
v1Emal notihication: Server running SMTP service

Mabile PAC

Cataloging

Setup . .
OPAC Def;
Yes
cledpo@cic
FPolProdDB |




File Acktion ‘iew Window Help

y | = | m Il

Irtarfst Information Servicas Mame

Setup Relay to
. POLPRODDE (local computer) ::.-? Domains
IVI a n d rI | | = 5 [SMTP Virtual Server #1] ﬂ ~urrent Sessions

&, Domains
¥} Current Sessions

h Ger'uerall Access | Messages Delvery | LDAP F!nl.lfi"ugl Sacurity |
I_a u n C | | S 6 . O Outbound

ki E3

Firzt rety interyal [minutez) 13

I\/l a n a ge r Second retry ntereal [minutes| Al

Third refry nterval [mirutes]: Bl

Subsequent retry interval (minutes); 240
R i g ht C | i C k O n Dielay notification: 12 [chr: E|

Expuation limeout: 2 [Uaya E'
SMTP Server

Local

Dalay natification |'| 2 |Hr| I j

Expiation timeout: 2 Days |
C | l C k P rO p e rt I e S Outbound Security.. | Outbound connections.. | Advanced.. |

™ I o T | 197 1. I



Entering Credentials

[SMTP Virtual Server #1] Properties

Microsoft SQL §

General | Access | Messages | Delivery | LDAP Routing | Security

Qutbound Outbound Security

Ln

First retry interval (minutes): AR —

Second retry interval {minutes): Mo user name or password required.

{* Basic authentication

The password will be sent over the netwaorl in clear tesd using standard
commands.

Third retry interval (minutes):

[
Fo
[

Subsequent retry interval (minutes):

=er name: ||::I|::|:||:u:: @clocohio.ong

L
]
c
ol
;|

Delay notification:

BExpiration timeout:

%] \ —
[ ]

Local

Delay notification:

Expiration timeout:

v TLS encryption

Outhound Security... Dutbound connections... | Advanced. . |

QK Cancel Help




Setting Outbound Port

Microsoft SQL 9

[SMTP Virtual Server #1] Properties

General | Access | Messages | Delivery | LDAP Routing | Security

Outbound

—
wn

First retry interval (minutes):

[ 5]
[

Second retry interval (minutes):

[= ]
=]

[=

Third retry interval {minutes):
Subsequent retry interval {minutes):

Delay notification: Hours

Expiration timeout: £

Wik

- Outbound Connections

v Limit number of connections to:
Local

Delay notification: Time-out (minutes):

Expiration timeout: Iv Limit number of connections per domain to:

TCE
Outbound Security... | Outbound connections...

oK




Creating a record set

[SMTP Virtual Server #1] Properties

Gereral | Access | Messages | Delivery | LDAP Routing | Security

Cuthound )
Advanced Delivery

Ln

First retry interval (minutes):

Maximum hop count:
|

Masgquerade domain:

Fully-qualified domain name:

||:un:u:|u:||:u.n::|n:n:||:n::.n:urg Check DNS |

Smart hiost:
Local |$rnt|:|.manu:|rilla|:||:u.|:|:|rn

Second retry interval (minutes):

Third retry interval {minutes):

Ped
o
-

Subsequent retry interval {minutes):

Delay notification:

Expiration timeaout :

k
ﬂ

Delay notification: Z | Attempt direct delivery before sending to smart host

Expiration timeout: [ Perform reverse DNS lookup on incoming messages

Outhound Security . Outhound connections. . Advanced... |

Cancel

QK Cancel Help




Restart and enjoy the goodness!

File  Action Yiew  Window

Help

[ =]

-

i#

-

Irternet Information Services =

| POLPRODDE (local computer)
L [SMTP Wirtual Server #1]
&, Domains
f} Current Sessions

“*E;, Diomains
ﬂ Currenk Sessions

T ——— x
version=TLSv1.2 Llp"eP—ELDHE RSA-AES128-GCM-SHA256 bits=128/128);
F|"1J 83 Oct 2814 @88:37:53 -@708 LPD_}

Received-SPF: pass (gcogle.com: domain of bounce-md
Authentication-Results: mx.google.com;
spf=pass (google.com:
dkim=pass header.i=@fcdlibrary.org
DKIM-Signature: wv=1; a=rsa-shal; c=relaxed/relaxed; s=mandrill; d=fcdlibrary
h=From:Subject:To:Message-Id:Date:MIME-Version:Content-Type; i=fcdwe
bh=mZrqoD32QChannUBIKPjLTIPIwQM=;

_3@e99y52

.542ec2a@.vl-eaeee

Com
201.139.24@])

@Emandrillapp.
pp.com. [285.
53

6lc3adedecPB63a5d9es225323b@mandrillapp . com «

domain of bounce-md 38@99752.542ec2a80.vl-easeebloiadedec@BB3a5d9ee225323biimandrillapp. com des]

LOrE;
bafcdlibrary.org;

b=Jke¥cghEyR4NFMURy fabc+qLUnNv1vC2d6ERM3mI0+RIKK 2Krj31kTs5qh4 125LPEREWNS IvEP1S
UvHDUcyviCTy7ZW1DnkHTx2x TvsaXG0IG1ikQonUNkto3601LiKuQluBs9vzbiic9q52BAa /U750
usS2eQbicmqF 9GoEDRE=
DDmainkey—Signat re: a=rsa-shal; c=nofws; g=dns; s=mandrill; d=fcdlibrary.corg;
=gaePTBcgxDCH5CAuXWT Y SRrUXXBWBU3MY 7 2E0y JuQFbZGdRfprBBtHHWVSTSKE aNEIU7SRtgNCct
MUE3xg2rviQs+Hs+1pTsk+tednGFxcC58VpRCYBMzEgW7 pEaHPH2SEZSCWhIVKSTrsgqkjWPcUSkuc
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@twilio PRODUCTS = PRICING = SOLUTIONS @ API&DOCS | HELP SIGNUP | LOGIN

The Best Phone Number You've Ever Programmed
Introducing MMS on US Twilio Phone Numbers. Zero Wait Time.

APls + Telephone = Awesome



Why Twilio?

Cheap per minute pricing
Great APIs and logs

No telephony hardware!



Twilio Cost




Annual Costs
500-700 calls a day

0 iTiva+ATT

Annually

B Twilio

$0 $1,500

$3,000 $4,500

$6,000



Twilio - Detailed logs

CLC's Production Account

325,202 Calls
Date Direction From To Type Status
DT 2014-10-04 Outgoing API (B7T) T72-6657 (740) 777-7391 Phone
14-10-04 Outgoing API (B7T) T72-6657 (614) 863-5868 Phone
014-10-04 Outgoing API (B7T) T72-6657 (740) 601-2189 Phone
14-10-04 Outgoing API (B77) 6 (740) 207-7005 Phone

4-10-04 Cutgoing API (BTT) TV2-& (740) 746-1007 Phaone

. Process is not currently mnning

Calls Placed 78 Calls Placed Last Run

Calls Answered 34 Calls Answered Last BEun

Patrons Already
Called

Last run at: 10/4/2014 1:00:01 PM

Calls In Process




Twilio - More logging goodness

* POST hitp://dialout.clcohio.org/call TwilioResponse 13:01:26 EDT 2014-10-03 62ms m C -
» Request
* Response
» Headers

* Body Show Raw

voice="woman"*Hello, this is & message from Bexley Public Library for jimmy hayes.</

ice="woman"»0ur records indicate you have 1 held item at Bexley Public Library available for pickup by Thursday, October @9

oman”>If you have questions regarding your library account, please call 6 14, 6 5 3, 2 7 4 5. Thank you for using the 1

3

» POST http://dialout.clcohio.org/call TwilioStatus 13:01:49 EDT 2014-10-03 103ms m C -

Media

Audio



2. Phone Number Sent
—

3. Request Call Text -

1. Personalized Message Sent
—

1S Server

8. Patron Record
Updated

Polaris Patron

Server Phone




Use CLC’s software

Our developer will configure & install CLC’s Twilio integration
code for one Polaris library. Must have Polaris APl (PAPI).



SMS Notices  Need | say more?

Administration Explarer - System - Central Library Consortium - Polaris
File Edit Help

D-=-H

Administration Explore

Hel
Fido

Mot ta

For Help, press F1




SMS via Polaris email issues

Complicated for patrons
Complicated for staff

Unreliable — Carriers flag you as SPAM



A better way to send SMS




SMS via Mandrill and Twilio
Setup Summary

1. Decide on domain to setup for handling SMS
messages (@sms.domain.org)

2. Setup Mandrill to handle inbound messages for the
domain

3. Create web app to handle inbound JSON data from
Mandrill and fire off Twilio process

4. Setup DNS MX records to route messages to Mandrill
5. Test by emailing 1234567890@sms.domain.org

6. Add new mobile carrier for @sms.domain.org and
switch all patrons to that carrier, disable others



Hacking the Mobile Carrier List

@sms.clcohio.org

Reports : ' . es DMNS Settings Routes Delete

[\
Quibound

ﬁ Priority

Account

Support




Adding the Mandrill MX Records
to AWS Route 53

NP  Services v Edit v




Telling Mandrill what to do with
the incoming message

Mailbox Routes for sms.clcohio.org

+ Add New Route

Route Webhook




Inbound messages delivered to
your application as JSON

What is the format of inbound email webhooks?

Inbound emails are processed based on the routes you've set up, and messages matching the route
sent to your specified URL(s) as a webhook. The webhooks generally follow the same format as other
webhooks for Mandrill.

request with a single parameter - mandrill

events . This
parameter will contain a J: -encoded array of the messages nat match the webhook information. Each

element in this array is a JSON object with the

DESCRIPTION

nteger UTC unix timestamp when the event occurred
e of the event (for inbound, will be “inbound™)

details about the message for which th

the full content of tl
content

an array of the headers received for the mes

Signature', 'Mime-version




Message flowing through Mandrill

>0Qutbound Log

Status Sender

@ Deliverac

>Inbound Log

helo": "maill3%-240.wdc04 .mandrillapp.com",




Hand off to Twilio for delivery

Message SME i
Date  14:4! EDT 2014-10-04
Direction AP
Cost
From
To

Status

Body




Patron gets text message

1134 PM G (4]

[&) CLEN

Adventure




Overview of delivery process

1.

Polaris generates email for
1234567890@sms.clcohio.org

Local Polaris SMTP server hands the message off to
Mandrill for delivery

Messages is routed from outbound Mandrill service
to inbound Mandrill service

Inbound Mandrill service posts JSON message data to

CLC developed web application

CLC web application calls Twilio APl to deliver the
SMS message

Twilio delivers message to patron’s phone



Issues with Twilio SMS

1. Can get expensive, $0.0075 per message seems
cheap until you start sending 70,000 a month.

2. Carrier’s would like you to buy short codes, which
cost $3,000+ just for the short code.

1. If you use traditional “long” phone numbers to deliver the
message, you must buy several messages and rotate them
so your messages don’t get flagged as spam.

2. You need to create a sub-account with Twilio to randomize
the multiple “long” phone numbers you’re going to use

3. Polaris create SMS messages that are too long can
cause delivery problems



Why Cloud Services?

Because they’re awesome of course!



Questions?

What cool cloud services
does your library use?

Wes Osborn: wosborn@clcohio.org

CENTRAL
'\‘ LIBRARY
CONSORTIUM



